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CPNI Policy and Procedure

Policy

FASCOM, LLC does not share any customer proprietary network information with any third parties for any reason or, for

FASCOMM's own benefit for marketing purposes.

Procedure

1. All FASCOMM employees must read and be aware of the FCC rules, attached, regarding safeguarding of

customer proprietary network information.

2. Should an exception to FASCOMM's policy of not sharing customer proprietary network information be
required, FASCOMM will follow FCC established rules for

a. Requesting permission in advance of FASCOMM's customer's prior to sharing such information and

b. Provide notice to FASCOMM's customers of such distribution after receipt of approval and prior to such

distribution.

3. FASCOMM and its employees must foHow all FCC rules for safeguarding of customer proprietary network

information.

Rules: Use of customer proprietary network information without customer approval.

(a) Any telecommunicalions carrier may use, disclose, or permit access to CPNI for the purpose of providing or markeling

seMce offenngs among the categories of service (i.e., local, interexchange, and CMRS) to which the customer already

subscnbes from the same carner. without customer approval.

(1) If a telecommunIcations carrier provides different categones of service, and a customer subscnbes to more than one

category of seMCe offered by the carrier, the carrier Is pemHtted to share CPNI among the carrier's affiliated entrties that provide

a service offering to the customer.

(2) If a telecommunlcatrons carrier provides different categones of service, bUI a customer does not subscribe to more than one

offering by the carner. the carrier is nol permitted to share CPNI with ils affiliates, except as prOVIded in §64.2007{b).

(b) A telecommUnications carrier may not use, disclose, or permit access to CPNI to market 10 a customer service offenngs that

are within a category of service to which the subscriber does not already subscribe from that carrier, unless that callier has

customer approval to do so, except as descnbed in paragraph (c) of this sectIOn,

(1) A Wireless provider may use, disclose, or permit access to CPNI denved from its prOVIsion of CMRS. Without customer

approval, for the prOVIsIon of CPE and information servlce(s). A wireline carrier may use. disclose or permit access to CPNI

derived from its provision of local exchange seMce or interexchange service, WIthout customer approval, for the prOVISion of

CPE and call answenng, voice mail or messaging. vOIce storage and retrieval services. fax store and forward, and protocol

conversion
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(2) A telecommunications camer may not use, disclose or permit access to CPNllo IdentIfy or track customers that call

competIng service proVIders For example, a local exchange carTier may not use local servICe CPNllo track all customers that

caJllocal seMce competitors

(c) A telecommunlcatJons carner may use, disclose. or permit access to CPNI, Without customer approval. as descnbed In thiS

paragraph (e)

(1) A lelecommuNCabons carner may use disclose or penni! access to CPNI WIthout customer approval. In Its prOVlSK)l'l of

lns.de Wlnng installation, maintenance and repair services

(2) CMRS proVlde~may use, disclose or permrt access to CPNI for the purpose of conductJrlg research on the health effects of

CMR$

(3) LEes and CMRS providers may use CPNI Without customer approval, 10 mar1c:et se/Vlces toonerty known as adJUnct·to­
baSIC servtCeS such as but not limited to. speed dialing computer-prOVIded dlfeclory assistance call monltonng call traong

call bkxkIng caU return, repeat diahng, call trac:klng call wailing, caller I D call fOfWafdlng, and certain centrex features

(d) A telecommunteatlons carner may use, dlsdose or perrmt access to CPNI to protect the nghts or property of the carner. or to

protect users of those sel'Vlces and other earners from fraudulent, abusIVe, Of unlawfuf use of, or subscnptlon to, such sel'Vlces

Approval required for use of customer proprietary network information.

(a) A telecommuOicatlons earner may obtaIn approval through written, oral or electronIc methods

(1) A telecommuOicatlons carrier relying on oral approval shall bear the burden of demonstratJOg thaI such approval has been

given in compliance WIth the Commission's rules In this part

(2) Approval or dIsapproval to use, disclose, or permit access to a customer's CPNI obtamed by a telecommunications carrier

must remain in effect until the customer revokes or limits such approval or disapproval

(3) A telecommuOicatlons carrier must maintain records of approval, whether oral, wntten or electronic, for at least one year

(b) Use of Opt·Out and OpHn Approval Processes (1) A telecommunications carner may, subject to opt.-out approval or opHn

approval use rls customer's individually identifiable CPNJ for the purpose of marketing communlcationHelated services to thai

customer A telecommunlcatrons carner may, subject 10 opt--out approval or opt·JO approval disclose Its customer's IndIVIdually

identifiable CPNI for the purpose of marketIng communications-related services to thai customer, 10 Its agents Its affiliates that

PrDVIde commurucatlons-related services, and Its pnl venture partners and independent contractors A telecommunlC8lJOnS

carner may also permit such persons or entitles to obtaJO access to such CPNI for such purposes Any such dlsdosure to or

access provKied to plnl venture partners and Independent contractors shall be sUb,ed to the safeguards set forth 10 paragraph

(b)(2) of Ih>s sec'on
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(2) Jomt VenturelContractor Safeguards. A telecommunications carrier that dIscloses or provides access to CPNI 10 its jOmt

venlure partners or mdependent contractors shalt enter mto confidentiality agreements WIth independent contractors or JOint

venlure partners that comply with the followmg requirements The confidentiality agreement shall'

(i) ReqUire that the independent contractor or joint venture partner use the CPNI only for the purpose of marketmg or provldmg

the communicalJons-relaled services for which that CPNI has been provided,

(ii) Disallow the independent contractor or Joint venture partner from uSing, allowmg access to, or disclosing the CPNI to any

olher party, unless reqUired 10 make such disdosure under force of law; and

(iii) Require thallhe independent contractor or joint venture partner have appropnate protections in place to ensure the ongoing

confidentiality of consumers' CPNl.

(3) Except fOf use and disclosure of CPNllhat is permitted Without customer approval under section §64 2005. or that IS

described in paragraph (b)(1) of this section, or as otherwise provided in section 222 of the Communications Act of 1934. as

amended. a telecommunications carner may only use, disclose, or permit access to its customer's individually identifiable CPNI

sub}eCI to opt-in approval.

Notice required for use of customer proprietary network information.

(a) NoUrlCation, Generally (1) Pnor to any solicitation for customer approval. a telecommunications carrier must prOVIde

notifica1JOn to the customer of the customer's right to restrict use of, disclosure of, and access to that customer's CPNI

(2) A telecommunications carrier must maintain records or notlficallon, whether oral, wntten or electronic, for at least one year

(b) Individual notice to customers must be prOVided when soliciting approval 10 use. disclose. or permit access 10 customers'

CPNI

(c) Content of NotICe Customer notification must provide sufficient information 10 enable the customer to make an Informed

deciSIon as to whether to permit a carner to use. disclose. or permit access to, the customer's CPNI

(1) The notification must state that the customer has a nght, and the carrier has a duty, under federal law, 10 protect the

confidentlallty of CPNI

(2) The notificatIon must specify the types of informatton thai constitute CPNJ and the specific entitles that will receive the CPNI,

describe the purposes for which CPNI will be used, and inform the customer of his or her right to disapprove thOse uses, and

deny or withdraw access to CPNI at any bme

(3) The notification must advise the customer of the precise steps Ihe customer must take In order to grant or deny access to

CPNI, and must clearly state thai a denial of approval will not affect the provision of any services 10 which the customer

subscnbes However, earners may provide a boef statement, in clear and neutral language, describing consequences dIrectly

resulting from the lack of access to CPNI.
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(4) The nollficatlon must be comprehensible and must not be misleading

(5) Ifwntten notification 15 provided the notice must be dearly legible use suffiCIently large type, and be placed In an area so as

to be readily apparent 10 a customer

(6) If any portJon of a nobficaoon is translated Into another language. then all portions of the nobficatlon must be translated Into

that language

(1) A carner may stale In the notlfication that the customer's approval to use CPNI may enhance the carner's ability to offer

products and set'VlCeS tailored 10 the customefs needs A camer also may state In the notIficabon thalli may be compelled to

dIsclose CPNI to any person upon affirmatNe wnnen request by the customer

(8) A carner may not Include In the nobficabon any statement attempting to encourage a customer to freeze third-party access to

CPNI

(9) The notlficatlon must stale thai any approval or derual of approval for the use of CPNI outside of the service to whll;h the

customer already subscnbes from that camer IS valid until the customer affirmawefy revokes or IImrts such approval or derual

(10) A telecommumcatlons camers sohatatlon for approval must be proxImate to the notIfication of a customer's CPNI nghts

(d) NotICe ReqUIrements Speciffc to Opt-Out A telecommumcatlons carner must provtde nollficatlon to obtain opt-out approval

through electroniC or wntten methods, but not by oral commumcatJOn (except as prOVided in paragraph (f) of this sectJOn) The

contents of any such noMicalJon must comply WIth the requirements of paragraph (C) of thiS section

(1) Carriers must walt a 3Q.day minimum penod of bme after glv,ng customers notice and an opportunity to opt-OUI before

assuming customer approval to use, disclose, or permit access to CPNI A carner may In lis discretion, provide for a longer

period Carners musl notify customers as to the applicable waLting penod for a response before approval is assumed

(i) In the case of an electronic form of notlficallon. the waiting period shall begin 10 run from the dale on which the notlficallon

was sent, and

(ii) In the case of notificatIon by mall, the waiting period shall begin to run on the third day followmg the date that the notification

wasmaJled

(2) Carners uSing lhe opt-out mechamsm must proVide nohces to their customers every two years

(3) TelecommunicatIOns earners that use e-mail to provide opt-out notices must compty WIth the follOWIng requirements in

addlbon to the requIrements generally apphcable 10 nollficabon

(i) Carners must obtam express, venfiable poor approval from consumers to send notJces via e-maIl regarding their SeMU 10

general. or CPNlm particular;

(ii) Carners must allow customers to reply directly 10 e-malls contalntrlQ CPNt notICeS In order to opt-out,
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(ill) Opt-out e-mail notices that are returned to the carner as undeliverable must be sent to the customer in another form before

earners may consider the customer 10 have received notice,

(iv) Carriers Ihat use e-mail 10 send CPNI notices must ensure that the subject line of the message clearly and accurately

IdentIfies the subJect matter of the e-mail: and

(v) Telecommunications carriers must make available to every customer a method to opt-out that is of no additional cost to the

customer and that is available 24 hours a day, seven days a week Carriers may satisfy thiS requirement through a combination

of methOds, so long as all customers have the abilIty to opt-out at no cost and are able to effectuate that choice whenever they

choose

(e) Notice Requirements Specific to Opt-In A telecommunications carrier may prOVide notJfication to obtain opl-ln approval

Ihrough oral. wntten, or electronic methods The conlents of any such notificaUon must comply With the requirements of

paragraph (c) of thIS sectlon.

(f) Notice ReqUlfements Specific to One·Time Use of CPNI (1) Carriers may use oral notIce to obtain Itmited. one--time use of

CPNI for inbound and outbound customer telephone contacts for the duration of Ihe call, regardless of whether earners use opt·

out or opHn approval based on the nature of the contact.

(2) The contents of any such notIfication must comply With the reqUIrements of paragraph (c) of this section. except that

telecommunicatIons carners may omil any of the follOWing notice provISions If not relevant to the limited use for which the carner

seeks CPNI

(i) Carriers need not advise customers that if they have opted·out previously, no actIon is needed 10 maintain the opt·out

election:

(ii) Carners need nol adVIse customers that they may share CPNI with their affiliates or thIrd parties and need not name Ihose

entitIes. if the limited CPNI usage WIlt not result In use by. or disclosure to. an affiliate or third party;

(iii) Carriers need not disclose Ihe means by whIch a customer can deny or WIthdraw Mure access to CPNI, so long as earners

explam to customers thaI the scope of the approval the carrier seeks is limited to one--hme use; and

(iv) Carners may omll dIsclosure of the precise steps a customer must take 10 order to grant or deny access to CPNI. as long as

the earner clearly communicates Ihat the customer can deny access to hiS CPNI for the call

Safeguards required for use of customer proprietary network information.

(a) TelecommUnications carriers must implement a system by which the status of a customer's CPNI approval can be clearly

established prior to the use of CPNI.

(b) Telecommunications carriers must train !heIr personnel as to when they are and are nOI authorized to use CPNI. and carners

must have an express disciplinary process in place

Page 5 of6



OMM
(c) All carrier.> shall maintain a record. electronically or in some other manner, of thelf own and thelf affiliates' sales and

marketing campaigns thai use their customers' CPNI. All carriers shall maintain a record of all instances where CPNI was

dlsdosed or provided 10 third parties, or where third parties were allowed access to CPNI The record must Include a descnption

of eaCh campaIgn, the specific CPNllhat was used In the campaign, and what products and services were offered as a part of

the campaign Camers shall retain the record fO( a minimum of one year

(d) TelecommUnications carriers must establish a supervisory review process regarding carner compliance with the rules in thiS

subpart for outbound marketmg situations and maintain records of carner compliance for a minimum pertod of one year

SpecifICally, sales personnel must obtain supervisory approval of any proposed outbound marketing request for customer

approval

(e) A telecommunications carrier must have an officer, as an agent of the carTier. sign a compliance certificate on an annual

basis statlOg that the officer has personal knowledge that the company has established operating procedures that are adequate

to ensure compliance wIth the rules in this SUbpart. The carTier must provide a statement accompanying the certIficate explaining

how its operating procedures ensure that it is or IS not In compliance with the rules In this subpart.

(f) Camers must provide written notice within five busmess days to the Commission of any Instance where the opl-out

mechanisms do not work properly, to such a degree that consumers' inability to opt-out IS more than an anomaly

(1) The notice shall be in the form of a letler, and shall include the carrier's name. a descnption of the opt-out mechanism(s)

used, the prOblem(S) experienced, the remedy proposed and when it will belwas Implemented, whether the relevant state

commlssron(s) has been notified and whether It has taken any action. a copy of the notice provided to customers, and contact

mformatlon

(2) Such notlce must be submitted even if the carrier offers other methods by which consumers may opt-out.
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